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GreedyJump: A Fast TCAM Update Algorithm

Ying Wan"', Haoyu Song

Abstract—TCAM is widely used for rule tables in network
switches. An efficient update scheme, which requires as few rule
moves as possible, is often time-consuming to compute, while
the fast computation likely yields a mediocre update scheme. We
studied the existing algorithms and found none is satisfactory
to the emerging applications. In this letter, we present a simple
greedy algorithm, GreedyJump, which achieves fast computation
and efficient update scheme at the same time, both with the
best-in-class performance. The evaluation qualifies GreedyJump
as the default TCAM update algorithm ready for meeting the
scalability challenges in various application scenarios.

Index Terms—TCAM, update, greedy algorithm.

I. INTRODUCTION

CAM is ubiquitous in modern switches and plays a piv-
otal role in supporting line-speed policy-based packet fil-
tering and forwarding [1]. However, as the single-chip switch
bandwidth keeps increasing (the bandwidth of multi-terabits
per second is on the horizon), the capacity and bandwidth of
TCAM do not scale at the same pace. Meanwhile, the rule
table size and the rule update frequency are both boosted
by the highly dynamic applications. Therefore, it is impor-
tant to improve the efficiency of TCAM usage. TCAM rule
update—more specifically, new rule insertion—stands out as
a fundamental problem with significant impact on switch
performance [2], [3], [4].
A rule-insertion update involves two steps: (1) computing
a TCAM rule moving scheme which preserves the rule’s pri-
ority order, and (2) applying the scheme while temporarily
halting the TCAM lookup process. The prevailing algorithms
for computing the scheme are all based on the rule relation
DAG [5]—after the new rule is inserted, the rules in TCAM
must conform to a topological order.
The resulting schemes comprise a chain of moving steps: if
a rule’s target location is occupied, the incumbent rule needs
to be relocated; the recursive step repeats until the evicted
rule is settled in an empty entry. We name these algorithms
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TABLE I
COMPARISON OF THE CHAIN-BASED ALGORITHMS

Algorithm SC RC HC GJ
Computation Cost | low | high | moderate low
Moving Cost high | low | moderate low

the unidirectional chain-based algorithm, and categorize them
into three types according to their optimization target.

o Single Chain (SC): In each recursive step, for the rule r to
be inserted, the lowest TCAM address owned by 7’s direct
successors in the rule relation DAG (i.e., r’s nearest direct
successor) is claimed. The evaluation process is simple
and the computation time is linear to the DAG depth and
the node fanout. However, the resulting scheme can be
far from optimal. The representative algorithms of SC
include Cao [6] and T'gown [9].

¢ Range Chain (RC): Aiming to minimize the moving cost,
in each recursive step, all the entries up to r’s nearest
direct successors are considered for eviction, and the loca-
tion that can lead to the fewest succeeding moving steps
is taken. Such an algorithm uses a variation of dynamic
programming and the computation time is proportional
to the square of the rule table size. While the resulting
scheme is superior, the computation cost can be beyond
the affordable range. The representative algorithms of RC
include I'yy, [5] and RuleTris [7].

e Hybrid Chain (HC): As a trade-off, one can give up some
moving cost gain in exchange of a smaller computation
cost by mixing the ideas of RC and SC. For example,
in the first step, all the entries up to 7’s nearest direct
successors are considered as in RC; in each subsequent
step, only the nearest direct successor of the evicted rule
is considered as in SC. Such an algorithm avoids leaning
toward either extreme but neither its computation cost
nor its moving cost is outstanding. The representative
algorithm of HC is FastRule [8], [9].

The qualitative comparison of these algorithms is summa-
rized in Table 1. The state of the art, while only able to
excel in one of the two performance indicators, can hardly
meet the requirements of emerging applications which deal
with large and complex rule tables and demand frequent and
bursty updates [10], [11], [12]. An algorithm with high com-
putation cost consumes network control processor’s resource,
hinders the other critical switch control and management
processes, and increases the rule deployment latency; an
algorithm with high moving cost seizes too much TCAM
bandwidth and impairs the normal lookup and forwarding
performance.
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Fig. 1. Rule insertion by using GreedyJump.
TABLE I
PARAMETER DEFINITION
Symbol Description
m The number of TCAM entries
T[i], 0<i<m The i-th TCAM entry. T[0] is the TCAM top
T[i]-Tlj] Move the rule in T[i] to T[j]
r.ndp The nearest direct predecessor of r
r.nds The nearest direct successor of r
r.addr The address of the TCAM entry in which r is placed
10 The addres_s of the furthest TCAM entry to which
the rule r in T[i] can be moved, i.e., J[i] = r.nds.addr

A pressing question is therefore: can we get the best of both
worlds (i.e., achieve RC’s moving cost with SC’s computation
cost)? We answer this question by presenting a new algorithm,
GreedyJump (GJ). GreedyJump is based on a simple greedy
algorithm. We prove that it achieves the identical cost (but not
necessarily the exact same moving scheme) as RC; meanwhile,
the experimental evaluations show that the computation cost
is in line with SC and sometimes better.

An obvious optimization applicable to these algorithms is
to evaluate the moving chain in both downward and upward
directions and pick a better one. With this, the computa-
tion cost is doubled but the moving cost is only marginally
improved. For simplicity, we only consider the downward
moving direction for our algorithm and the comparison with
others.

Related Work: The earlier priority-based update algo-
rithms [6], [13] generate poorer schemes than SC so they
have given way to the aforementioned chain-based algorithms.
Recent batch update algorithms [14], [15] jointly consider the
placement schemes for a batch of updates to reduce the moving
cost. They still rely on the chain-based algorithms to compute
each rule’s moving scheme where GJ can play a role.

II. GREEDY JUMP
A. Algorithm Description

We use the example in Fig. 1 and the notations in Table II to
explain the GreedyJump insertion update algorithm. Fig. 1(a)
shows the rule graph and the initial rule placement in TCAM.
Originally there are six rules, {rg ~ r5}. When a new rule
is to be inserted, any location between the entries occupied
by its nearest direct predecessor (noninclusive) and its nearest
direct successor (inclusive) is an eligible candidate. In our
example, a new rule 7g, which overlaps with ry (its nearest
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direct predecessor) and 7o (its nearest direct successor), needs
to be inserted into the TCAM, and T[1] and T[2] are eligible.

In each recursive step, for the evicted rule, the candidate
locations are from its original location (noninclusive) up to
the entry occupied by its nearest direct successor (inclusive).
For example, assume 7g decides to take r5’s location T[2].
Since 74 is the nearest among 73’s direct successors 74 and
5, 15’°s candidate locations are T[3] and T[4].

Differing from the other chain-based algorithms,
GreedyJump uses a greedy method to choose a rule’s
target location among the eligible candidates in each step.
Simply put, an eligible candidate’s location is taken if the
evicted rule has the potential to move down the furthest (i.e.,
its nearest direct successor is the furthest). Later we will
prove this near-sighted single-step method can indeed achieve
an optimal chain-based moving scheme.

1) Building J[:]: GreedyJump maintains an array J[:] with
the same number of entries as TCAM. Each entry J[i] records
the TCAM address of the nearest direct successor of the rule
in T[{]. Particularly, if the rule in T[] has no successor, J[i]
is set to the address of the last TCAM entry; if T[] is empty,
J[i] is set to oco. It is easy to construct J[:] from the TCAM
placement and the rule relation DAG. J[:] for the original rule
set in Fig. 1(a) is shown in Fig. 1(b).

2) Traversing J[:]: The moving scheme is derived by
traversing J[:] once. For example, for the new rule rg, we
have known that it can be inserted into either T[1] or T[2].
Since J[1] < J[2], according to our greedy method, T[2] is
selected. Now for the evicted rule r», we have known that it
can be inserted into either T[3] or T[4]. Since J[3] > J[4],
T[3] is selected to insert 15, and r3 is evicted. Since J[3]
indicates that 73 can be moved to up to the end of TCAM,
and J[6] = J[7] = oo, T[6] or T[7] can be selected to place
r3. The update scheme (15 —T[2]—=T[3]—T[6]) is shown in
Fig. 1(c). Algorithm 1 lists the pseudo code of the algorithm.
Since the greedy method only traverses J[:] once to calcu-
late the update scheme, its time and space complexities are
both O(m).

3) Updating J[:]: The TCAM placement change after each
rule update requires J[:] to be updated accordingly. Instead of
rebuilding J[:] from scratch, we apply an incremental update
procedure.

We consider the changed entries first. For the entry T[i]
that the new rule 7, is placed, we find the r;,’s nearest direct
successor r and set J[i] to r.addr. If a rule is moved from T[p]
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Algorithm 1: TraverseJumpArray (ry, J[:])

Algorithm 2: UpdateJumpArray (ry, S, J[:])

Input: ry is the rule to be inserted; J[:] is an array.
Output: S records the moving sequence to insert ry.
1 curPos = ry.ndp.addr+1, endPos = ry.nds.addr
2 jumpSrc = null, jumpDst = — 1
3 while (J[curPos] # o) do
4 if (J[curPos] > jumpDst) then
5 L jumpSrc = curPos, jumpDst = J[curPos]

6 if (curPos == endPos) then
| endPos = jumpDst, S.push_back(jumpSrc)

8 curPos++

9 S.push_back(curPos)

to Tlql, Jlgl is set to J[p], regardless of the influence of the
other rule moves.

Next, we analyze the cases where J[p] for the other entries
needs to change. For the new rule r, in T[p] and each of its
direct predecessors r in T[qg], if 7, becomes the nearest direct
successor of r (i.e., J[g] > p), J[q] is set to p; otherwise, if
J[q] < p, J[q] does not change. For the rule r moved from T[p]
to T[q] and its direct predecessor r’ in T[k], if J[k] == p, it
indicates that » was the nearest direct successor of 7. Since r
is moved, we need to traverse all the direct successors of 7’
to find s nearest direct successor r” and set J[k] to r”.addr;
otherwise, if J[k] < p, indicating that r was not the nearest
direct successor of r’, the move of r will not change the nearest
direct successor of 7/, so J[k] does not change.

The updated J[:] after inserting rg is shown in Fig. 1(d).
Algorithm 2 lists the pseudo-code for incremental J[:] update.
Although in the worst case it takes O(m?) time to update
each element of J[:], which is equivalent to rebuilding J[:]
from scratch, in practice the worst case is unlikely. Usually
only a few rules are moved in the greedy method, and in turn
only a few elements of J[:] need to be updated.

Rule Deletion: A rule deletion update, which simply inval-
idates a TCAM entry, also needs to update J[:] by using the
same but simplified Algorithm 2.

B. Proof of Optimality

We prove by contradiction that GreedyJump achieves the
minimum number of rule moves for the unidirectional chain-
based algorithm.

Given an optimal moving chain Sp with p moves:

So iy = Tlag] = Tlar] = -+ — Tlap—1] — T[e]
and the scheme S with ¢ moves computed by GreeyJump:
Sg i1y — Tlbo] = T[b1] = -+ = T[bg—1] = Te]

T[e] is the first empty entry below 7.

Assume that S requires more moves than Sg (i.e., p < q)
and the k-th move of Sp (Tlag_11—=Tlax]l—=Tlag41]) is the
first move that does not follow the greedy method used in Sg.
That is,

DOVO<Li<k a ==
(i) ag 7 by, (1)
(i) J[ax] < J[bg]

-

for (i = S.size()-1;1 > 0; i——) do
| JIS[ = JISh-11]
3 for (r : r is the direct predecessor of ry) do
L if J[r.addr] > ry.addr then J[r.addr] = ry.addr;
5 J[ry.addr] = oo
6 for (r : r is the direct successor of ry) do
7 L if J[ry.addr] > r.addr then J[ry.addr] = r.addr

8 for (i = 1; i < S.size(); i++) do

(5]

'

9 r : the rule currently placed in T[S[i]]
10 for (r’ : r’ is the direct predecessor of r) do
11 if J[r’.addr] == S[i-1] then
12 for (r” : r” is the direct successor of r’) do
13 J[r’.addr] = oo
14 if J[r’.addr] > r”.addr then
15 L J[r’.addr] = r’.addr
TABLE III
RULE TABLE SIZE
Type ACL
S(k) 4[5{6{7[8[9{0{ [12[ {4
S’) | 6 [ 8 [ 9 [ 11 [ 121315 16] 18] 19|
Type Fw
Sk | 4 [5] 67 [8 [0 [0[II[12]13]14
S’k | 9 [ 11 [ 13 [ 16| 17 | 19 [ 20 |23 | 25|27 |29

Now we show that it is legitimate to change the k-th rule
move of Sp to be T[ag_1]—=T[bg]—=Tlagy1]. First, since
T[by_1]—=T[bg] in Sq is legitimate and ap_; == bp_1,
Tlag_11—T[bg] is also legitimate. As for T[by]—T[ag1], we
prove that by < ag41: if by > ag4q, since Tlag_1]—T[bg]
has been proved to be legitimate, T[aj_1]—T[ag41] must
also be legitimate. In other words, the move to a; in S is
redundant, which is contradict with the optimality of Sp.

Now, since T[ag]—Tl[ag41] is reasonable and
Jlap] < J[bg], the rule in T[b] can be directly moved
to T[ag1]. Therefore, we can change the k-th rule move in
So to be the same with that in S¢. Since the change does
not introduce any extra rule move, the optimality of Sp is
maintained.

In the same manner, we can modify every step in So that
does not comply with the greedy method. Since the modifica-
tions do not incur extra rule moves, the final Sy still needs p
moves, which contradicts with the assumption; hence we can
infer p == q.

III. IMPLEMENTATION AND EVALUATION

A. Experiment Setup

We compare GJ with SC, RC, and HC. All the algorithms
are implemented using C++ and run on a programmable switch
EdgeCore WedgelO00BF-32X [16], which has an Intel Xeon
D-1517 CPU with the Open Network Linux operating system.

Due to the limited accessibility to real-world rule sets, as a
common practice, synthetic rule sets bearing the characteristics
of the real-world rule sets are used for algorithm evaluation.
Various size rule tables for Access Control List (ACL) and
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Fig. 3. Insight on GJ’s computation time on FW tables.

Firewall (FW), are generated by ClassBench-ng [17], [18].
The range rules are converted into prefix rules first to suit
TCAM. The table sizes (before and after conversion) are
summarized in Table III.

Given a rule table, we first insert 90% randomly chosen
rules in TCAM, and then take the remaining 10% of the rules
as updates. Since different algorithms may produce differ-
ent moving schemes for a new rule and result in different
TCAM placement layouts, to guarantee the identical com-
parison basis, for each update, we evaluate the computation
time and rule moving scheme without actually inserting the
rule into TCAM. In addition, we also evaluate the rule update
latency and throughput which count in both the computation
time and the moving scheme operation time (on EdgeCore
Wedge100BF-32X, the time to perform a rule write in TCAM
is 0.04 ms).

B. Experimental Results

Fig. 2 shows the algorithm performance under different
rule types and different rule sizes. On the one hand, although
all algorithms take more time to compute the TCAM update
scheme as the rule table size increases, GJ and SC take less
than 0.5ms for any table size, while HC and RC take more
than 10ms and 100ms, respectively. On the other hand, GJ and
RC demonstrate the same and the lowest moving cost, which
is much better than that of SC. The moving cost of GJ and
RC is also less sensitive to the rule table size.

The reason behind this is that GJ has the same complete
search space as RC, so their results are both optimal; but
the greedy algorithm adopted by GJ, which has a complex-
ity similar to SC, is much more efficient than the dynamic
programming adopted by RC.

We conduct an in-depth analysis of the computation time of
GJ by breaking it down into three parts: (1) Base_0 represents
the time to determine the overlapping relationship between the

Rule Table Size (K) Rule Table Size (K)

Fig. 4. Update latency and throughput on FW tables.

insertion rule and the existing rules, and update the rule graph;
(2) CJ_O represents the time to traverse J[:] to find the optimal
update scheme; (3) CJ_1 represents the time to incrementally
update J[:]. Base_0 is common for all the algorithms based on
the rule graph; GJ_0 and GJ_1 are unique to GJ. Because of
the limited space, we only show the experimental results on
F W tables in Fig. 3.

We can see that Base_0 uses more than 80% of total time
consumption and GJ_0 accounts for less than 2%. Less than
20% of the time is used for updating J[:]. To demonstrate the
performance of the incremental update, we compare it with
rebuilding J[:] from scratch, and show the results in Fig. 3.
The incremental update is about 10X better than rebuilding
from scratch.

Finally, we evaluate the actual rule update latency and
throughput on the switch. The results are shown in Fig. 4.
GJ demonstrates the shortest update latency and the highest
update throughput among all the algorithms. It turns out that
the computation cost is more critical in determining the actual
system performance, which surprisingly makes SC preferable
to RC and HC in reality. The pursuit of better moving schemes
must strive to balance the computation cost.

IV. CONCLUSION

GreedyJump achieves fast computation and efficient update
scheme at the same time, both with the best-in-class
performance. The evaluation qualifies GreedyJump as the
default TCAM update algorithm ready for meeting the scala-
bility challenges in current and future application scenarios.
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